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Chapter 1: Enterprise Web Training System (EWTS) Overview

The Enterprise Web Training System (EWTS) is an online practice environment with a user interface and
functionality that mirrors theDefense Travel System (DTS). It is approved for DoD use and managed by the
Defense Travel Management Office (DTMO). There are two ways to acces§&@wing DTMO website

1 Home >Training > Trainin§earch

https://www.travel.dod.mil/Training/TrainingSearch/{Figure 11a)

1 Home >Training> InstructorResources DTS TraininResources
https://www.travel.dod.mil/Training/InstructoResources/DFBrainingResources(Figure 11b)

‘DefenseTravel

Management Office

PROGRAMS - POLICY & REGULATIONS - TRAVEL & TRANSPORTATION RATES -

HOME > TRAINING > TRAINING SEARCH

Training Training Search Tool

elearning
will display below.

Reference Materials

(results will include terms separately).

Keyword EWTS
Role
Type Any
Topic
Series
Sort Recent

ALLOWANCES -~

Search travel.ded.mil Q

TravelBot

TRAINING -

Search for training resources by keyword, user role, or type. If no options are selected, all training

Instructor Resources - When searching by keyword, include quotation marks around search terms to retum only
results with exact phrasing (i.e. "travel card" will yield results that contain the exact phrase
Training Search "travel card"”). Without quotation marks, the database will search for both "travel” and "card"

MyTravel 1E]

SUPPORT -

Figure 31a: EWTS Accesdraining Search Tool

Defense Travel Management Office 4
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Defe n SeTravel Search travel dod mil Q

Management Office #4 D15

ABOUT ~ PROGRAMS POLICY & REGULATIONS TRAVEL & TRANSPORTATION RATES ALLOWANCES TRAINING SUPPORT +

HOME > TRAINING > INSTRUCTOR RESOURCES > DTS TRAINING RESOURCES

Training DTS/EWTS Training Resources
eLearning Defense Travel System (DTS) training resources include a practice environment, known as the Enterprise
Web Training System (EWTS), and a distance learning course for instructors that provides classroom
Reference Materials courseware and materials.
EWTS mirrors DTS and allows users to create, edit, review, and approve mock travel documents, practice
Instructor Resources hd

Defense Travel Administrator (DTA) administrative and reporting tasks, safely build test organizations or

DTS/EWTS Training Resources routing lists, and perform other DTS tasks. The EWTS Guide [PDF, 27 pages] provides more information

MyTravel Training Resources on EWTS responsibilities and resources
Program & Policy Training Recommended for trainers, D205: EWTS Setup and Application [login required] covers key EWTS terms
Resources and hardware requirements with an emphasis on how to request, install, and manage Public Key

Infrastructure certificates. This training includes courseware that may be customized to meet component

Training Search training requirements

Figure 11b: EWTS AccesdrainingResources
The purpose of EWTSto provide users a safe means to practice performing DTS tasks including:
1 Creating and editing travel documents
1 Reviewing and approving travel documents
1 Performing DTA administrative and reporting tasks
The benefits using EWTS include
1 Improved useskills
I Customized setup
1 Advanced access to uptks before they appear in DTS

EWTS simulates DTS by having the same look and feel, but there are a few differences between the two systems,
such as:

1 EWTS does not create live reservations, but simulates thetitns performed by a Travel
Management Company (TMC) (e.g., booking and ticketing reservations).

1 EWTS does not obligate or disburse any unit funds, but imitht$unctions performed by a DoD
financial systenand updates documenti.g.,POS ACK and Astamps.

FC2NJ GKS NBYIFAYRSNI 2F (KAA 3 dzAdRETS Traikder dzsite MBJadizdon G 2
providing trainingfor DTSusers

Defense Travel Management Office 5 travel.dod.mil
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Chapter 2: EWTS Requirements

EWTS is available 24/7, unless there is scheduled requiredanairce. Tiere is no cost associated to usihg
training systen, butthere are some specifrequirements such as:

1 Only &cesdrom the DTMO websitépage 4)
Internet connectivity
InstallJAVAsoftwareon PQSection 2.1)
Current bowserconfigured to work with EWTS/D{&ntact I TStaff

Use a active PKTrainingcertificate (Section 2.2)

)l
il
l
)l
9 Access with ma assignedEWT$rofile with at leastpermissiorievel 0(Section 3.2.2)
1 NEVERccess witta CAC

1 NEVER useal SSNs

1 NEVER useal GTC@hformation

1 NEVER @eseal EFT data

1 Organizations formatted to support database purge requirements (Sectipi©bganizations)

Note: EWTS is compatidbwith different browsers such ddozilla Firefox, Google Chrome, and Microsoft Edge
browsers Stes adhere to differentompliance and securityles Before accessing EWT8eck withyour IT
staff forapproved browser usegdministrative and other locaystemrequirements

2.1 Install JAVA
92 ¢{ dzaSa I W +! LI SiI QOAREYSRIDBKS{@d3. dRIY 2y AYERE I
signing documents. To install and run this applet, your JAVA software musttbedage. If your computer does

not contain JAVA or requires updating, contact your IT staff. The DTS Home page providespkiejosatation
for First Time UsergFigure 21). You find the information at the bottom of the page.

Defense Travel Management Office 6 travel.dod.mil
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This System Contains CUI//PRVCY

Defense Travel System smensans @ D:;

Defense Travel System

Your Travel Management Hub
for DoD Trips

Military members and DoD Civilian personnel can book
official travel and manage travel expenses.

Need Help Accessing DTS?

MNeed More Assistance? / Services for You

Accessing DTS: First-time Users Allowances Information
Travel Assistance: Local Level Support Lookup Other Programs & Services for You
Contacts: DTS Service/Agency Offices Customer Support Home

DoD Travel Training Resource Center

Figure2-1: DTS Home Pagdleed More Assistance?

1. Select the link AccessimylS: Firstime Users TheAccessing DTi&formation page loadgFigure 23).
A few setup checks listed with an indicator of successful or action required. Contact your IT POC if your
PC requires configuration changes to allow DTS or EWTS access.

— Accessing DTS —

Need help logging in? Accessing DTS only takes a few steps.

Before you can access DTS, you'll need to ensure your web browser is fully compatible, obtain a digital PKI certificate and
contact your Defense Travel Administrator (DTA) about setting up an account. There are online tools available to help
you learn more about DTS. All courses are offered through the Travel Explorer (TraX) website. To access TraX, register
through Passport, the Defense Travel Management Office (DTMO) web portal. DTMO's training website also offers a
variety of manuals and resources pertaining to DTS.

Instructions on Accessing Training in TraX

DTMO's Training and Resource Center

o Your browser is: Compatible

Last checked: 04/05/2021 at 11:12 AM

@ cookies are: Enabled

Cookies are small pieces of data sent from a website and stored on your computer to help make browsing
easier and more reliable.

@ JavaScript is: Enabled

JavaScript is a standard programming language used to make webpages interactive and feature-rich. To
enable JavaScript on your computer, please contact your system administrator.

Figure 22: Computer Requirement Checks

Defense Travel Management Office 7 travel.dod.mil
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2. If you scrolfurther, the scren providesnformation regarding=nabling Browser PeppsandYour
DTS Account

2.2 PKI Certificate

To access EWTS, you need a DoD Public Key Infrastructure (PKI) certificate and password. Together, they
simulate in EWTS the identification and securityctions that the PKI certificate in your Common Access Card
(CAC) and your CAC PIN perforntlierDefense Travel SysteldT$. You should never use your CAC PKI
certificate to access EWTS as you risk PIl exposure. Instead, only usettamingIcertsto log into EWTSSee
Section 3.3n how to request certificates.

Defense Travel Management Office 8 travel.dod.mil
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Chapter 3: Training Preparation

Finding time to train users may not be easy. How much time or how little drives what you can provide in a single
sessionTraining may require multiple sessiaasd/or individuals may need to fulfil some prerequisites before
attending a classyour organization may have an existing training progi@nyou tostart with or you may need

to build your program from the ground up

In this section, we address key consideratiorspurcesandthe PKI Cert process, whichniscessary to
coordinate a training opportunity.
3.1 Getting Started
Hereare a few keyconsiderationdo help youas a DTS Trainprepare fortraining users:
91 Determine the need for trainig
o0 New employees
0 High number of Audit findings
o Delays in processing vouchers
o Financial rejects
1 Decide who needs training
0 Travelers
o AOs
o DTAs
91 Determine how you deliver training
0 Individually
o Group
o Classroonwith computers
o Virtualy using MS Teams or Zoom
o Demonstrations
1 Develop a Training Plan
o Define how often to train
0 What functiongto train based upon user role
0 What aids to use for training
o What will determine the reasure of success
o Common issueand resolutions
0 Help Resources

1 Create a Class Agenda per each class outlining schedule of events

Defense Travel Management Office 9 travel.dod.mil
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9 Create Practical Exercisies users to complete in EWTS
9 Gather training aidand resourcesJTR dcalbusinesgules, DTMO website

1 PKI @rts; request, verifyand manage forraining needgSee Section 3.3)

3.2 Resources

When you are working on a training plan you can use resources already available and tailor the information
o asSR dzLl2y @& 2 dzNJ ZhEBTWWD Aébkitd dffers/an abunddh& Rfaresources for travel. You can
accesstiem fromthe DTMOmain Trainingpage(Figure 31). In addition to this guide, there aM/eb-Based

Training (WBTS) classes, FAQs, Distance Learning (DL) sessiatiseaindvel aids

RefenseTra\(el Search travel.dod.mil Q

Management Office TravelBot | MyTravel | DTS

ABOUT + PROGRAMS POLICY & REGULATIONS - TRAVEL & TRANSPORTATION RATES v ALLOWANCES TRAINING

HOME > TRAINING

Training

;7 ¢
elLearning Reference Instructor Training Search
\Web-based Training and Materials Resources Search all training materials
dlstt‘-mce»l.eamlng e Includes information papers, Courseware and tools for
available in TraX : 3 22
guides, manuals, and trifolds. training personnel on DoD

travel tools, policies, and
programs

| travel.dod.mill Helpful Links Contact Us
u Passport & TraX Support

DefenseTravel
—
News MyTravel FAQs Management Office
RSS Defe T | Syst Site Feedback
el laveiaysien e eerhas The single focal point for commercial travel within DoD
Careers CitiManager DoD Help Center

Figure3-1: DTMO Website Main Training Page

1 Through theDTMO Passpo#pplication, TraXprovides access to online WBT sessions covering the DTA
Administrative actions, document processing, and much maiso, inTraX is he Knowledge Center
provides an abundance of FAQs addressing assorted travel questions and links to vital resources.

1 TheDTMOprovides theDLsessiorD205: Enterprise Web Training System (EWTS) Setup and
ApplicationusingMicrosoft TeamsSee the DTMO website for tiléstance Learning Schedule

1 TheDTMOwebsite(Figurel-1a) provides access to thErainingSearchroolcontaining over 100 travel
related guides, information papers, and much more.

Defense Travel Management Office 10 travel.dod.mil
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3.3 PKI Certificates

The EWTSiteAdministator for a site or organization maybe beead DTALDTApPr DTS TraineTheEWTS

Site Admin isesponsible for obtaining EWPKI certificates, managimKilstorage, and tracking who has access
to them. If there is not a EWTS Site Admin for your organization, reach out to your Component Rep for
assistance.

The EWT8KIcertificates are

1 Required to access EWTS

1 Typically valid fothree years fromthe certificate issuance date

1 Last name formatting of cert and EWTS profile must match
Check the expiration date by:

1 Referring to the instructions provided by the PKI certificate issuing authority.
-OR

1 ReviewChapters on how toimport certificates into a browser araccess a browser to locate imported
cettificates.

3.3.1 Requesting PKI Certificates

The EWTS Site Admin should work with the Component Representative to BBtaartificates from the
serving Registration AuthoriffRA) based upon your internal process. Record the cert informationngami
format, expiration date, password, and trainer who will use th@he EWTS Site Admitust verify the
password upon receipt of the certs from the RA. The EWTS Site Adnprowitle the PKI certgpasswordsand
instructionsto the DTS fRiners following their local business rules.

Handson training classes require each student to hav@xdcertificate to access EW.THe instructor and

students upload theertsinto thet / B¥@wser. The DTS Trainshould have enough certs to meet the training
needs. Part of the prplanning is tadetermine how the certificates will associated&WTS role. For exampit,

you are training 20 students to learn the traveler role, then youdh2e PKI certs. If you are training 15 students

on the traveler and AO roles, then the 15 students each need two PKI certs to complete the training tasks. As an
instructor, you need at least thre@Klcerts,to fulfill the traveler, AOand DTAfunctions.Work with the
issuanceauthority whennaming certificatesand your IT POCs foert storage.

Please contact your IT for PKI guidance and comply with your local procedReference: JFENO CTO 07

015, Public Key Infrastructure (PKI) Implementation, sedd Task 4. "Per JHB@DIN DoD agencies should
NEVER store software certificates and private keys (.p12/.pfx files) on a local drive (computer hard drive) or
network (Intranet/Internet) locations

Defense Travel Management Office 11 travel.dod.mil



Guide: EWTS November 03, 2022

Chapter 4: Request for Training Organization

Before acessing EWTS tweatedocuments the structure or the framework must be in place. THEMO EWTS
Administratorestablishes thénitial setup (1 organization, 1 routing list, 1 group, GGMRs, 1 LDTA profile, 1 LOA
and budget) provides designated SSN list BNTS profiles, and detailed instructions to IIES fainer. Note:

The DTMO EWTS Administrator creates the organization hased upon the Component (i.e. Navy, Air Force,
etc.). The DTS Trainer customgie setup for their organizationsing theSSNist for profiles, resourceand
instructions provided by the DTMO EWTS Administrator

Thefollowing sections discusthe EWTS setup processdaepth.

4.1 Lead DTA/DTS Trainer

Once the Lead DTA DTS Trainereceives theiPKicertificates they shouldreach out to theDTMO EWTS
Administratorto requestan organizationprofile setup assistanceind general guidance for EWTS .UBee Lead
DTA oDTS Trainewill providetwo encryptedemailsusing the centralized mailbox dbdhra.me
alex.dtmo.mbx.ewtgequests@dod365.onmicrosoft.us

C2NJ GKS FANRG SYIFAftXI GKS {dzoa2aSOl0 akKzdzZ R O2 gSetvidey = &9
2 NJ ! 3 S ydbéuldiacludey R

Site or Organization Name (e.g., Army Financial Management Office)
Site or Organization Location (e.g., 111 Soldiers Drive, Ft. Belvoir, VA)
Site PO@ull name

Site POC work email addregse., .dod or .mil)

Site POC work phone number

Number of training ertificates received from local issuing authority

Name of each training certificate received from local issuing authority

= =4 -4 A4 A4 -4 - -

EWTS Organization Name, if knoamf unknown the DTMO EWTS Administrator will assign the
organization name based upon the Componantl formatting requirementse(g.,TAZARMOFB).

1 Attach a PKI certificate for DTA profile setup in EWTS

For the second encrypted email, Subject should cont&hyTS Setup Requef®W (Customer Last Name, First
Namec{ SNIIA OS 2 N3houll $¢fuddheé gasswoydBsued for the PKI certificatBlote: The msswords
are case sensitivaso be sure to provide the passwaad sent to you by the RA or certificate issuance authority

4.2 DTMO EWTS Administrator

TheDTMO EWTS Administrat@ceives and reviewthe two encrypted emails from theead DTA/DTS Trainer.
If any data is missing, the DTMO will contact the Lead DTA/DTS Trainer for further clarification.

TheDTMO EWTS Administrataill conduct the following actions:

1 Determine if the site has an EWTS @nigation setuplf not, build the organizatiorandrecordthe
exact naming sequenc&ee Chapter 6f this guide for more about setting up the organization.
Extract the PKI certificate for DTA profiltupT N2 Y NXBlj dzSad2NR& Sy ONBLIISR S

Upload the PKdertificate into browgr using the dedicated passwqgrshould bein second email.

Defense Travel Management Office 12 travel.dod.mil
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Determine if the site has an allotted set of SSNs. Ifasdign the SSN list ftive site and track the set

Determine if the site has a DTA profile in the EWM@nization. If not, using the SSN list build a profile
and set the permissions and access levels for DTA role.

1 Loginto EWTS ftactivate the accountyerify the certificate and password war
TheDTMO EWTS Administratootifiesthe Lead DTA/DTS Traingf completed actions and provideletailed

instructions for finalizing setup anddging into EWTS. The email shauaidude:
1 The assigned EWTS Organization nhame.
1 The 2fault Routing List name.
1 The nane for the created the DTA profitnd the permissionand access levels granted.
1

Confirmation the certificate and password workkx the DTANote: If the password is incorrect,
notify the Lead DTA/DTS Trainertoch@cK S LJ 8462 NR® LT (KS ndnéwa 6 2 NR
certificate is required with &alid password.

1 Provide the allotted set of SSNs for the site to use for profile sétalicate the SSN used for the DTA
profile.

Provide instructions for uploading the certificates into a browser.

Provide instructions fofinalizing EWTS setup (e.g., rBouting Lists,r@ups,Profiles, LOAs and
Budgets).

1 Provick links to additional resources.@.,TraX, DTMO main Training page, EWTS link)

TheDTMO EWTS Administrataill monitor for additional questiosafrom the Lead DTA/DTS Trainer and
provide suppaet.

Defense Travel Management Office 13 travel.dod.mil
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Chapter 5: Importing Certificates into Brower

Once he DTMO EWTS Administratestablishes th@rganizationand DTAprofile, the Lead DTAr DTS Trainer
will import the PKI certificateinto abrowseron the instructor PC and then confirm the certificates (with the
expiration dates) appear in the browser.

Note 1: You can use Chrome, Edge, or Firefox browsers to access EWTS, but do not use IE. Check with your local
IT for which browsers are allowable.

Note 2: If the DTS Trainer already imported the cemsl confirmed passwosland located the certin a
browser, thenskip Section 5.and Setion 5.2 Beaginwith Section 5.3If not, review theimport cert process
below.

5.1 Import Certificates to the Certificate Store

¢tKS OSNIATAOIGS &ad2NB Aa t£20FGSR 2y (GKS 02 YLlzi SNRa&
OSNIAFTAOFIGSE yR YIé O2yidl Ay (GKS OSNIATAOFGSQa LINRAOD
browser. Typial browsers used to import the certificates are Chrome, Firefox, and Edge. If your organization

uses a browser not listed in this guide, then contact your IT staff for assistance.

As discussed previously, you receive the PKI certificates from the issausthoeity. Local procedures determine
certificate delivery; encrypted email or from a downloadable location.

Importing certificates from enail:

1. Locate the encrypted email arapen the email to see thlist of certificates (Figure-B). Note: Figureb-
1isa .pl2 cerexample Your actual certificates may have a different naming convention.

Subject EWTS Setup Request (Waters, James D - USN)

Helen D. Wilson - A.p12
= .p12 File

Attached .4y Chris A. Wilson - Ap12
g .p12 File

Figure5-1: SampleCertificates in Email

2. Doubleclick one certificate (.p12 file). An information message appears (FigRire

Opening Mail Attachment >

e You should only open attachments from a trustworthy source.

Attachment: Helen D. Wilson - A (003).p12 from FW: EWTS
Setup Request (Waters, James D - USN) - Message (HTML)

Would you like to open the file or save it to your computer?

Always ask before opening this type of file

Figure 52: Opening Mail Attachment dssage

Defense Travel Management Office 14 travel.dod.mil
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3. TheCertificate Import Wizardpens (Figure 3).

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(®) Current User

O Local Machine

To continue, dick Next.

MNext Cancel

Figure5-3: Certificate Import Wizar8creen

November 03, 2022

4. SelectNext TheFile to Import screer{Figure5-4) opens. Do not change the ppopulated information

in the File Namdfield.

—

&+ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

ache \Content.Outlook \ASLRKE8] \Helen D. Wilson - A (003).p12 Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)

Next Cancel

Figure5-4: File tolmport Screen

Defense Travel Management Office 15

travel.dod.mil



Guide: EWTS November 03, 2022

5. SelectNext ThePasswordield appears (Figurg-5).

€ & Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[l

[[]pisplay Password

Import options:

[[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[:| Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[[JProtect private key using virtualized-based security (Non-exportable)

Incdlude all extended properties.

Figue 55: Password Screen

9 Enter thecertificate password into th€®asswordield. This is the one provided to you by the issuing
authority. Note: The password is casenstive, sotype it as provided to you.

—~

Uncheck theEnable strong private key protectionbaxdzy' f Saad A0 Qa dzy OKSO{ SR o @

Leave theMark this key as exportablend Protect private key using virtualizebased security (Non
exportable)boxes unchecked.

1 Select thenclude all extended propertiepox.

6. SelectNext TheCertificate Storescreenopens(Figure5-60 @ ¢ KS a! dzi2YF GAOFff & aSoi
active by default. While you can change it to face all certificates in the following stor2 LJG A 2 Yy > A (1 Qa
generallya good idea to accept the default certificate store.
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N X
€&  &* Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can specify a location for
the certificate.
(®) Automatically select the certificate store based on the type of certificate
(O Place all certificates in the following store
Browse...
Next Cancel
Figure 56: Certificate Store Screen
7. SelectNext TheCompleting the Certificate Wizarglcreenopens(Figureb-7).
x

€& &# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the following settings:
[0 gl el e R e ts]  Automatically determined by the wizard
Content PFX

File Mame C:\Wsers\ButlerMA\AppData\Local Microsoft\Windows \INetCz

Finish Cancel

Figureb-7: Completing the Certificate Import Wiz&sdreen

8. SelectFinish TheCertificate Import Wizarcpop-up message displays the following text: The import
was successfifFigure 48).
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Certificate Import Wizard >

o The import was successful.

Figureb-8: Popup Message
9. SelectOKto close the message.
10. You will repeat the same process until you import all the certificates hecessayguptraining class.
11. Verify the certs appear ia browser.
Importing Certs fronother than emailocation:

1. Verify with yourEWTS Administratavhereto locatethe PKicertificates.Note: Follow your local
processes for certificate storage.

2. Open the folder or determined cert location. Double click on the certificate to open the file (Fg)re

Fas

Name Date modified Type Size

_“:é Chris A. Training - A 7/20/2022 8:52 AM  Personal Inform... 6 I(B‘

Figure5-9: PKI Certificate
3. ThecCertificate Import Wizardpens (Figure-4.0).

Figureb-10: Certificate Import Wizard Screen
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